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Executive summary

Digitalization is an ongoing process that is inten-
sively influencing and lastingly changing all areas of
society in very different ways. In Germany's federal
states, digitalization has become a ministerial task
and is supported financially with billions of euros.
The focus here is primarily on broadband expan-
sion, the digitalization of schools and universities,
and programs for digital administration. In manu-
facturing companies, on the other hand, digitaliza-
tion is seen in the context of industry 4.0, i.e. fully
digitally networked production. In addition, compa-
nies are developing digitally supported products,
with the help of which they are partly opening up
new business fields. In research, digitalization is re-
flected in new branches of research, interdiscipli-
nary cooperation projects and, last but not least, in
many new challenges, such as research data man-
agement.

Many of these issues are subsumed in a quality in-
frastructure that will be completely digitized in the
future. In this system, processes are handled com-
pletely digitally, objects are networked extensively,
and intelligent algorithms are used intensively. This
digital transformation is already in full swing and
will be further accelerated by current technological
developments.

As Germany's national metrology institute, the
Physikalisch-Technische Bundesanstalt (PTB) plays
an active role in many of the above-mentioned is-
sues, challenges and developments due to its great
variety of tasks:

e In the field of legal metrology, PTB is actively
promoting the comprehensive digitalization of
processes and measuring instruments in a pro-
cess-oriented manner and is supporting industry
and market surveillance authorities intensively
in the current digitalization fields of intelligent
measuring systems (smart meters) and electro-
mobility.

e In industrial metrology, PTB is supporting cali-
bration by developing internationally recog-
nized, machine-readable digital certificates with
a corresponding infrastructure for the mutual
recognition of validity.

e For simulations and so-called virtual measuring
instruments, PTB is conducting interdisciplinary
research in order to answer the current funda-
mental questions in a holistic approach.

e For reliable data evaluations, PTB is developing
testable algorithms and is working on the har-
monization of methods.
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e For the sustainable development of a 5G infra-
structure, PTB is concerned with the metrologi-
cal basics of the necessary high-frequency meas-
urement technology.

A joint coordinated procedure as well as the inter-

locking of the various activities at PTB play a deci-

sive role here.

PTB's digital strategy?, published in 2017, high-
lighted four key areas for research and develop-
ment in which digitalization plays a major role: met-
rological services, data analysis, communication
technology and simulations. Since then, many of the
projects described there have already been started
and further developed.

Specifically, the following projects, among others,

were taken up:

e The European-funded SmartCom project was
launched in June 2018 to further develop and
make available internationally the foundations
laid in 2017 for the digital calibration certificate
(DCC) and the Sl-based digital communication of
metrological information. With the current draft
of the DCC, the requirements of the new DIN EN
ISO/IEC 17025 have been mapped, and a multi-
tude of measured variables can already be dis-
played. In the first half of 2019, the nationally
tested XML schema will then be presented inter-
nationally.

e The European Metrology Cloud initiative was
successfully launched in June 2018 with several
European partners. The project will develop de-
monstrators for a "digital quality infrastructure"
for legal metrology, digitally map regulated pro-
cesses, and develop architectural proposals for
distributed measurement devices that interact
with this infrastructure.

e The associated junior professorship in the field
of "Secure and trustworthy network-connected
systems" at the Einstein Center of the Technical
University Berlin and PTB was successfully
launched.

e The EMPIR-funded MetdFoF project was
launched in June 2018 to develop and evaluate
metrological foundations for industry 4.0 sce-
narios.

e Inthe project entitled "GEMIMEG - Safe and Ro-
bust Calibrated Measuring Systems for Digital
Transformation", which is mainly promoted by
the Fraunhofer HHI and PTB and funded by the
BMWi, a new lighthouse project in this field will
be developed in the first half of 2019 together



with many well-known partners from industry
and research.

The combination and the mutual integration of
the developments in SmartCom and the Metrol-
ogy Cloud are being accompanied scientifically.
PTB is intensively involved in the activities of the
Berlin universities in the field of machine learn-
ing and is actively promoting joint application-
oriented research.

A professorship in the field of "Uncertainty and
Machine Learning" at TU Berlin and PTB will
start in 2019.

The pilot phase for PTB's electronic file (e-file)
was started in the autumn of 2018. The start of
the active operation is planned for June 2020.
PTB works in close coordination with other de-
partmental research institutions in order to
guarantee efficient implementation.

In the main area on "Simulations and virtual
measuring instruments", PTB is actively promot-
ing the further development of its reference
methods VCMM and SimOptDevice. In addition,
PTB has created a new internal platform as a
competence center: Metrology for Virtual Meas-
uring Instruments (VirtMess). This will further
strengthen interdisciplinary exchanges and the
joint development of solutions.

PTB established a project group in 2017 to de-
velop and implement efficient research data
management. It is developing guidelines and

software tools as well as advising PTB research-
ers. International coordination within the
framework of EURAMET has already been initi-
ated.

The European Centre for Mathematics and Sta-
tistics in Metrology (MATHMET) is currently be-
ing integrated into EURAMET as the European
Metrology Network. PTB is greatly involved and
has set itself the goal of developing and imple-
menting a software quality framework and co-
operation in the field of high performance com-
puting (HPC).

As part of its "5G and millimetre wave" strategy,
PTB already started the area designated "Spec-
trum analysis of nonlinear systems" as part of its
trainee program at the beginning of 2018. Prep-
arations are currently underway for several co-
operation projects with industry and research.
The International Cooperation Department has
adopted a specifically tailored digital strategy,
which will be consistently implemented from
2019 onwards.

This status report shows the developments since
the digitalization study of 2017, places them in the
context of a cross-sectoral strategy and discusses
new questions. In addition, this document presents
the overriding core objectives of PTB's digitalization
strategy, which place the current developmentsin a
long-term context.



Basic objectives of the PTB digitalization strategy

1) Ensuring uniformity and trust in metrology in a digitized world

The essential legal core tasks of PTB are to ensure the uniformity of metrology (Units and Time Act),
to make sure that DIN EN ISO/IEC 17025 is complied with and to ensure measurement accuracy, meas-
urement stability and testability (MID, Measurement and Verification Act). International harmoniza-
tion is strongly supported in these areas. In the course of digitalization, a large number of new chal-
lenges have arisen for these tasks, which PTB is actively facing.
These include:
e securing confidence in measurements and processes in digital infrastructures;
e the development of suitable "digital standards", such as reference data, for the validation of
algorithms;
e the harmonization of digital formats for the dissemination of metrological information, such
as DCCs for digitally networked industries.

2) Efficient and secure use of digital technologies

PTB is developing and using digital technologies both for its own working methods and for the pro-
cesses in quality infrastructure. It sees the concepts of security by design and privacy by design as
indispensable for securing trust. These include:

e the introduction of the e-file with sophisticated rights management;

e the provision of advanced central IT services;

e the development of the Metrology Cloud for legal metrology processes.

3) Sustainable usability of research results and data

Data-driven research and business models can only be implemented if reliable data is accessible and
can be used sustainably. Therefore, PTB deals among other things with:

e acomprehensive concept for research data management;

e the development and implementation of a software quality framework;

e the consistent use of metadata and vocabulary in the digital environment.

4) Holistic approach to the treatment of measuring instruments and measurement data

In a digitally networked economy and industry, holistic concepts for the handling of measurement data
and the networking of measuring instruments are necessary. Therefore, PTB is developing, among
other things, concepts for:

e the consistent digital transformation of legal and industrial metrology;

e metrology by design for reliable measured values right from the acquisition stage;

e the consideration of the entire life cycle of a measuring instrument.

5) Active participation of all employees in the digitalization process

Digital transformation can only succeed if no one is left behind and digital innovation is encouraged.
For this purpose, PTB is developing a number of initiatives which include:

e formats for the active support of digital pioneers;

e awide range of training and learning opportunities;

e innovative formats for co-design and participation.



Introductory remarks

Following the adoption and publication of the PTB
digitalization strategy in June 2017, PTB started im-
plementing the projects straight away. Central stra-
tegic reserves and third-party funding were used
specifically for this purpose. In July 2017, a new staff
group for the "Coordination of Digitalization" was
founded in order to gather information and coordi-
nate interdepartmental projects. Since then, this
group has been technically accompanied by a cen-
tral project steering group consisting of the depart-
ment heads who are primarily involved. In addition
to coordinating and accompanying the technical
projects, the task of this staff group is to advance
PTB's digital strategy both technologically and tech-
nically. To this end, the group has set up a central
Internet and Intranet site as an information plat-
form, organized several colloquia, launched internal
pilot projects, actively promoted national and inter-
national networking and acquired a European third-
party funding project.

Digital

Similarly, great progress has already been made in
all areas of PTB's digital strategy of 2017. The digital
transformation of the quality infrastructure re-
quires a holistic consideration of data security, suit-
able data formats, data availability and a legal
framework, see Figure 1. From the point of view of
metrology, digital consumption meters, a common
language for networked meters and the availability
of suitable metrological platforms play a decisive
role. The interaction of the requirements and the
areas of responsibility is reflected in many of PTB's
developments.

The current status of implementation is shown be-
low. The four new focal areas developed in the 2017
study will be discussed: "Digital transformation of
metrological services", "Metrology in the analysis of
large amounts of data", "Metrology of communica-
tion systems for digitalization" and "Metrology for
simulations and virtual measuring instruments".
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Figure 1 Requirements matrix for digital processes in the quality infrastructure.
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Digital transformation of metrological services

Together with several European partners, PTB
started the European Metrology Cloud (EMC)? pro-
ject in June 2018. The first phase of the project is
designed for three years and will develop demon-
strators for a "digital quality infrastructure" for legal
metrology, digitally map regulated processes and
develop architectural proposals for measuring in-
struments that interact with this infrastructure. This
project is closely interlinked with the EU-funded
EMPIR project 17INDO2 called "Communication and
validation of smart data in loT networks" (Smart-
Com?3), which is also designed for three years.
Within the SmartCom project, the foundations for
the digital calibration certificate and the uniform SI-
based Internet of Things (loT) communication of
metrological data are being promoted, along with
the online validation of algorithms and the develop-
ment of metrological requirements for communica-
tion in the IoT. An essential part of the cooperation
of both projects — EMC and SmartCom — is the inte-
gration of the DCC into the Metrology Cloud. The
corresponding solutions will be implemented in a
joint research project starting at the beginning of
2019.

Towards the end of the EMC and SmartCom pro-
jects, practically usable, prototype-like infrastruc-
tures and reference architectures should be availa-
ble. With the help of practical examples of applica-
tions, these projects will specifically pave the way

for their rapid deployment in real applications. Par-
ticularly in the field of industrial metrology, the
lower degree of regulation means that the solutions
developed in SmartCom can be expected to be used
quickly in practice.

One of the central digitalization projects for Ger-
many as a business location is the introduction of
smart meter gateways (SMGW) in the course of
digitizing the energy revolution. By law, PTB is one
of the pillars supporting SMGW design, and it en-
sures measurement accuracy as well as confidence
in measured values and measuring instruments. The
first smart meter gateways have already been certi-
fied by PTB with regard to their metrological char-
acteristics. The central element of the SMGW is the
ability to communicate measurement data and ac-
cess information about connected measuring in-
struments via the Internet. In the EMC in particular,
communicating with intelligent measuring systems
via SMGW is therefore also aimed at. To implement
the EMC in practice, PTB is represented in the rele-
vant committees on intelligent measurement sys-
tems led by the BMWi and the German Federal Of-
fice for Information Security as well as being closely
networked with the DKE and the national and Euro-
pean trade associations active in the respective
field. The implementation and further development
of the EMC will also be

METROLOGY CLOUD

Figure 2 The European Metrology Cloud should provide a digital quality infrastructure for the highly regulated area of legal
metrology in order to streamline processes through digitalization, provide a central point of contact and pave the way for
data-based services.

2 Details at https:/digital.ptb.de/MetrologyCloud
6

3 Details at https://www.ptb.de/empir2018/smartcom/home




supported by a junior research group entitled “Se-
cure and trustworthy network-connected systems”,
which started work in April 2018 in cooperation
with TU Berlin. By embedding this work in Berlin's
"Einstein Center Digital Future", it has been inte-
grated into the cutting-edge developments of Ber-
lin's universities and other research institutions
from the very beginning.

Since June 2018, general reference architectures
have already been designed for the Metrology
Cloud for measuring instruments connected to the
Internet in legal metrology at the highest risk level
— in each case for embedded systems and cloud
computing structures. These form the basis for pro-
totypical, instrument-specific measuring instru-
ment developments in the project. The "digital rep-
resentation" of the measuring instrument in the
Metrology Cloud forms the communicative core for
all stakeholders. A first demonstrator was pre-
sented to the project consortium at the start of the
project. It fundamentally demonstrated the pro-
cesses selected in the project for digital transfor-
mation together with a reference architecture for
embedded systems. Distributed ledger technology
(DLT) or blockchain and PKI-based processes are
used to guarantee trustworthiness and security in
the Metrology Cloud for the digital mapping of reg-
ulated processes in legal metrology and the associ-
ated data exchange between stakeholders. Corre-
sponding proof-of-concept implementations of the

1. Administrative Data

* regulated

2. Results of the
Calibration

o regulated:
»Y =y +UKk)I[S|
* not regulated:
» individual data
> ..

3. Comments

¢ not regulated

4. Document

¢ human readable

concepts developed and agreed with the stakehold-
ers are expected by mid-2019. PTB's experience in
defining requirements for intelligent measurement
systems together with the BSl is incorporated here.
The EMC concept study and the demonstrators will
lead to exchanges and consultations, along with the
coordination and refinement of digitalization. This
will take place with the state calibration authorities
and representatives of the manufacturers' associa-
tions both nationally and at the European level.

As the European Metrology Cloud project pro-
gresses, the way legal metrology works will change
significantly. The Metrology Cloud is widening the
dialogue of all stakeholders on how existing regu-
lated processes can be streamlined through digital
technologies. This wider dialogue also covers how
these processes can be digitally transformed in a
trustworthy and secure way so that they become
end-to-end digital procedures. In this way, all the
groups involved are to be found in the joint solution.
This will guarantee market and technology ac-
ceptance and thus help to reduce obstacles to inno-
vation.

The currently issued "analogue" calibration certifi-
cate represents a core competency in the calibra-
tion hierarchy as well as in quality management and
accreditation.

Internationally
accepted
Approved
Cryptographically
signable

BEPB D
Dig. Calib.
Certificate

Figure 3 The basic concept of the digital calibration certificate (DCC), which is based on the implementation of existing
norms and standards in metrology, a hierarchical structure and the use of an XML schema.

However, the use of the information contained in it
is usually only possible manually, because it is re-
stricted to paper. Digitally supported manufacturing
and quality monitoring processes are enabled by

the digital, human- and machine-readable format of
the digital calibration certificate. In addition, this
multiplies the amount of information that can be
made directly available.



An initial XML schema for the DCC was already avail-
able at the end of 2017. This first draft was further
developed within the framework of a broad ex-
change process within PTB as well as in discussions
with the DAKKS, accredited DKD calibration labora-
tories and industry. PTB's silicon spheres are cur-
rently being supplied together with a DCC and a dig-
ital twin (DT).

By the end of 2018, an example of a complete chain
of digital calibration certificates from PTB to indus-
try had been designed and was available for further
practical tests. The current version of the XML
schema now maps the new DIN EN ISO/IEC 17025
covering the administrative data of a calibration.
The part for the calibration results is also ready for
use for the real numbers. Thus, in principle, a large
number of previous calibrations can also be dis-
played in the DCC. The next challenge is to specify
the measurement results with complex numbers
that are required, for example, in the high-fre-
guency range. At the same time, together with cali-
bration laboratories of PTB and other partners, the
further adaptation of the DCC to the individual cali-
bration requirements will be implemented. One re-
sult of this work will be the creation of a collection
of good practices for users of the DCC. A decisive
role in the design and implementation of the XML
schema will be played by PTB's participation in nu-
merous committees, in particular in the standardi-
zation working group of Germany's "Plattform In-
dustrie 4.0". Within the framework of a national
workshop on the DCC at the beginning of June 2019,
the digital calibration certificate will be made avail-
able to a broad public. The aim of the workshop is
to set the course for the coordinated further devel-
opment of the DCC. This will be followed in mid-
2020 by an international workshop that will initiate
the worldwide roll-out of DCCs. At the same time,
PTB has already intensively started international co-
operation on digital calibration certificates in order
to coordinate their essential requirements. Within
the SmartCom research project, there are discus-
sions on the DCC with other metrology institutes,
also outside Europe. At the European level, PTB ini-
tiated the EURAMET project entitled "TC-IM 1448 -
Development of digital calibration certificates" in

order to intensify exchanges with European part-
ners. In addition, there are concrete bilateral plans
with ROSSTANDART within the framework of the
cooperation agreements with PTB.

At the end of 2018, PTB, together with the Fraunho-
fer Heinrich Hertz Institute and a number of other
partners from research and industry, started "GEM-
IMEG", a BMWi-funded preliminary project, in
which, among other things, the use of the DCC as a
means of secure identity management in industry
4.0 will be examined. Additionally, 5G measure-
ment technology and camera-based measurement
in an industrial environment will also be discussed.
The project started at the end of 2018 and has a du-
ration of 6 months. It aims to identify essential re-
quirements and research needs for "Safe and robust
calibrated measurement systems for digital trans-
formation" in user workshops and to develop a pro-
posal for a lighthouse project. The technologies de-
veloped are also to be used in a digitally upgraded
"Wind Energy Competence Centre", thus enabling a
first test field in real operation in the near future.
PTB has furthermore established a new focal point
for research called "Heterogeneous Sensor Net-
works", which is also based on an EU project called
"Metrology for the factory of the future" (Met4FoF).
From the beginning, the Met4FoF project has
worked in close coordination with the SmartCom
project mentioned above in order to interlink the
extraction of metrological information (Met4FoF)
with its communication (SmartCom). The metrol-
ogy-by-design concept with the Sl-based communi-
cations of metrological data as in SmartCom is thus
linked with "smart traceability" from Met4FoF as a
concept for an intelligent measuring instrument
which can deliver traceable measurement data, in-
cluding uncertainty data, in real time.

Together with the integration of SmartCom and the
Metrology Cloud project, this results in a concept
for metrology on the Internet of Things that is grad-
uated according to the regulatory framework condi-
tions, see figure 4. With this concept, PTB covers al-
most all application areas from highly regulated
measuring instruments to digital sensors in the net-
worked production of the future.
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Figure 4 Graduated concept of PTB for metrology in the Internet of Things.

To be able to offer its customers digital, web-based
platforms for order processing in the field of con-
formity assessment and calibration in the near fu-
ture, PTB founded a project group called the “Digi-
tal Customer Platform” at the beginning of 2018.
This project group is expected to pilot a software so-
lution together with the Information Technology
Centre Bund in the near future. The necessary ad-
ministrative preparations are currently underway.
The customer platform will contain the web-based
submission of orders and customer contact, as well
as a ticket system and the provision of further infor-
mation on order processing. For this purpose, the
customer platform is to be linked to the electronic
file (e-file) of PTB from the very beginning. At the
end of 2015, PTB established the E-files project
group to implement electronic file management.
PTB’s e-files are using the eGov-Suite software of
the Fabasoft company, which is also used in many
federal authorities. PTB has been cooperating with
the Robert Koch Institute (RKI) for some time in this
regard. A reference solution entitled FAKT (a sub-
aspect of the eGov suite) was created on the func-
tionalities of the RKI solution. PTB’s solution was im-
plemented on the basis of this reference solution.
The RKI will update its system in 2019 on the basis
of FAKT. Other departmental research institutes are
also planning to implement their e-file solutions
based on FAKT. In the second half of 2018, the e-file
started pilot operations in the areas of EU projects
and procurement. A conformity assessment will fol-
low at the beginning of 2019. In the course of the
pilot phase, questions regarding the use of digital
signatures will also be evaluated in accordance with
the elDAS Regulation, as well as in collaboration
with external partners. The start of effective opera-
tion is expected on 1 June 2020. Comprehensive

4 Details can be found at https://digital.ptb.de

training documents are already being prepared for
this. The roll-out will be accompanied by a team of
experts in the field of metadata and thesauri in or-
der, on the one hand, to optimize the search func-
tions in the e-file and, on the other hand, to pro-
mote the PTB-wide consistent handling of key-
words, metadata and technical terms in digital plat-
forms. With the networking of heterogeneous data
in the course of digital transformation, reliable
metadata will play a decisive role in the reusability
of data.

This aspect also plays a major role in PTB’s research
data management, which represents another im-
portant component of PTB’s digital strategy. For this
purpose, PTB already founded a cross-sectoral pro-
ject group in mid-2017 and built up the personnelin
this area. At the end of 2017, a comprehensive con-
cept study” on the topic was completed, which now
forms the basis for the development and implemen-
tation of a PTB concept. As an initial step, a web-
based tool for the development and administration
of data management plans was developed to sup-
port PTB researchers in the organization of third-
party-funded projects. At the same time, the con-
crete needs and workflows of the departments
were recorded to enable the simplest and most ef-
ficiently possible recording, archiving and provision
of relevant research data. The EU FAIR® principles
will be followed from the outset, ensuring that the
datais: findable, accessible, interoperable and reus-
able. PTB will also actively participate in the devel-
opment of uniform standards for the description
and notation of numerical factual data. This in-
cludes the development of a modular metadata
schema and the corresponding controlled vocabu-
laries, which will be multilingual and provided with
persistent identifiers right from the start. PTB will

5 Details can be found at https://qgo-fair.org




advance the process by submitting a prototype and
it is striving for a timely cooperation with the tech-
nical communities and scientific committees on an
international level. To this end, PTB has already ini-
tiated a EURAMET project entitled “TC-IM 1449,

10

Research data management and the European
Open Science Cloud” at the European level in order
to promote the exchange of good practices and to
support a harmonized approach to research data
management.



Metrology in the analysis of large amounts of data

Trust in digital innovation is only possible through
trust in the data and algorithms used. Due to the
large number of sensors available and their increas-
ing use in sensor networks, the broad application of
imaging processes in industry and medicine as well
as the increasing use of simulations, the require-
ments for quality assurance in novel digital proce-
dures are growing rapidly. For example, specifica-
tions for measuring systems in industrial applica-
tions for the traceable calibration of radiation bod-
ies are currently being discussed in standardization
committees. These calibrations of measuring sys-
tems result in data rates of about 3.5 TB within 90
minutes. The collection and processing of such
amounts of data are not a technical challenge in
principle. However, the existing established and in-
ternationally harmonized methods and procedures
for the evaluation of measurement data and the de-
termination of measurement uncertainties are not
designed for this purpose. In cooperation with
MATHMET, The European Centre for Mathematics
and Statistics in Metrology, PTB is developing core
competences and applications for third-party fund-
ing with a focus on high-dimensional problems and
machine learning, see Figure 5. The projects are
supported by a professorship of “Uncertainty and
Machine Learning” currently in preparation in coop-
eration with TU Berlin. The projects in the field of
machine learning and high-dimensional data analy-
sis will be technologically supported by a central IT
group focusing on the requirements of scientific
computing. Among other things, this group
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learning inference

Simulation Dlmen_smn
reduction
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Uncertainty methods

operates a central PTB cluster for high-performance
computing, which is continuously being further de-
veloped.

Trust in algorithms is an absolute prerequisite for
their sustainable and reliable application, especially
in the field of medicine. This applies, in particular,
to the processes from the field of machine learning,
which will be increasingly used in the future and
which also include deep learning and artificial intel-
ligence (Al). In the future, the task of metrology in-
stitutes and regulatory bodies will be to provide ref-
erence methods and reference data. For this pur-
pose, PTB will coordinate an EMPIR project from
mid-2019, in which the use of reference data sets
for the evaluation of algorithms on electrocardio-
grams (ECGs) will be specifically investigated.

In addition, PTB is intensively involved in the field of
machine learning in several research and industrial
projects. The focus is always on ensuring reliability
and trust in the results of the algorithms by consist-
ently incorporating measurement uncertainties and
data quality. Current fields of application at PTB are
classification procedures in the field of battery re-
search and medical imaging. PTB is extensively
linked with the Berlin university landscape and is ac-
tively involved in several cooperation projects. For
example, PTB is an associated partner in the Math+
excellence cluster of Berlin universities, which was
approved in 2018. Here it will above all accompany
the practical suitability of mathematical methods
for industry-related applications.

Case studies Application areas

Sensor networks

Nanometrology

Medical imaging

Large-scale metrology

Virtual experiments

Material science

Figure 5 Concept of developments in the field of mathematical modelling and data analysis.
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Metrology of communication systems for digitalization

The availability of reliable, efficient and flexible
communication channels is a frequently cited pre-
requisite for the success of digital transformation.
The current global focus is on building a 5G infra-
structure. Confidence in the reliability of innovative
communication solutions and their sustainable de-
velopment is only possible if their characteristics
can be measured. Validated, traceable calibration
and measuring equipment is necessary, in particu-
lar, for the verifiability of future legal requirements,
but also for securing market access for the corre-
sponding measurement technology.

To this end, PTB started the area designated "Spec-
trum analysis of nonlinear systems" as part of its
trainee program at the beginning of 2018. In paral-
lel, PTB, as part of a DFG research group, will submit
an application on "Metrology for Terahertz-Com-
munications", which deals with antenna and trans-
mission channel measurement technology in the
mm and THz wave range. In addition, PTB has al-
ready held initial discussions with the Bundesnet-
zagentur (Federal Network Agency for Electricity,
Gas, Telecommunications, Post and Railway -
BNetzA) for the traceability of the broadband meas-
urements offered by the BNetzA. The possibility of
setting up a metrologically validated test track in or-
der to evaluate the methods used is currently being

Health and societal
aspects

discussed here. For this purpose, an arbitrary wave-
form generator and a real-time oscilloscope will be
procured as part of the investment in the largest
equipment, with which any high-bit-rate digital data
streams can be generated and displayed before and
after transmission through the high-frequency
channel. In mid-2018, PTB also started measure-
ments on systems for 5G technology. In the future
course of this work, smart and multiple-input-mul-
tiple-output (MIMO) antenna systems up to the
mm-wave range will be investigated. The aim is to
expand these projects into a broad research project
called "Metrology for 5G and beyond". Cooperation
talks are already underway with the Zentralverband
Elektrotechnik- und Elektronikindustrie e.V. (ZVEI),
various groups in the Information Technology Soci-
ety of the VDE Association for Electrical, Electronic
and Information Technologies in the field of high-
frequency technology, the Fraunhofer HHI and
other bodies. In addition, very good contacts exist
with the manufacturers of high-frequency measur-
ing instruments, with which base stations and ter-
minals of the new mobile radio standards are exam-
ined for interoperability and compliance with the
specifications in development and production.
Since the end of 2018, PTB has also been actively
involved in the preparations of a 5G region in the
Wolfsburg-Braunschweig area.

Workable definition of
requirements for product
specifications

Metrology for

Solutions for
technological challenges

Figure 6 Aspects and requirements of the metrological infrastructure for 5G.
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Metrology for simulations and virtual measuring instruments

In the course of digitalization, the importance of
simulations and in-silico experiments is increasing
rapidly. In many areas, so-called "virtual measure-
ments", such as simulations based on physical-
mathematical modelling and statistical methods,
are now in everyday use. For example, some com-
panies use virtual images of components and simu-
lations of the design process for planning and qual-
ity assurance. In other areas, simulations serve to
gain a better understanding of the real experiment,
to plan new experiments or to evaluate existing ex-
periments. Simulations are also increasingly being
used as an essential part of measurement, usually
as part of an inverse problem.

In the context of this development, the task of me-
trology is to secure confidence in simulation results
if they are to be used in the same way as real meas-
urements. Concrete existing examples at PTB in-
clude the tilted-wave interferometer (TWI) from
Mabhr or the virtual coordinate measuring machine
(VCMM) from PTB.

In a national workshop on "Metrology for Virtual
Measuring Instruments" organized by PTB in March
2018, the following overarching questions and
cross-sectional tasks were identified for these and
other application examples:

1) How do you ensure trust in simulation results?
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2) How can virtual and real measurements be
compared?

3) What standards are required for interfaces,
metadata and data formats?

4) How can virtual experiments for complex meas-
urement systems with large amounts of data be
handled using machine learning methods?

PTB's treatment of these issues requires continuous
and intensive interdisciplinary cooperation. In addi-
tion, the visibility of PTB's expertise in this field is to
be increased to further improve standardization
and cooperation with external partners. For this
reason, PTB has established the VirtMess Compe-
tence Center focusing on "Metrology for Virtual
Measuring Instruments", in which PTB's existing ex-
pertise is gathered, and interdisciplinary exchanges
are continuously promoted. The Competence Cen-
ter will also further strengthen exchanges and coop-
eration with external partners in this area. This will
be accomplished by jointly representing those in-
volved externally and by organizing regular work-
shops. The existing excellent competence of PTB's
departments in the field of virtual measurements
and simulations is thus being sustainably strength-
ened and is becoming more widely visible.

Among other things, the existing virtual PTB meas-
uring instruments for tactile coordinate measure-
ments (VCMM) and optical measurement technol-
ogy (SimOptDevice) will be included.
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Figure 7 The tilted-wave interferometer (TWI) as an example of an integration of real and virtual measurement.



These instruments reflect the great competence of
PTB in the field of physical-mathematical simulation
methods and are continuously being further devel-
oped, primarily driven by third-party-funded pro-
jects. Among other things, the development of a
concept for a test field for the use of VCMM in 3D
coordinate measurement is currently underway,
while an extension for the consideration of diffrac-
tion effects is being prepared for SimOptDevice. In

the course of the preparations for the Competence
Center, a large number of possible interdisciplinary
cooperation projects have already been identified
and elaborated. In addition to the development of
metrological digital twins and their linkage with the
digital calibration certificate, new mathematical-
physical simulation methods under the considera-
tion of measurement uncertainties also play a role.



Further challenges and outlook

The work and projects taken up since the Digitaliza-
tion Study in 2017 form the basis for the future de-
sign of PTB's digitalization strategy. In many cases,
these projects have laid the foundation for further
developments and are creating the necessary con-
ditions for comprehensive digitalization.

Thus, in the future PTB will also intensively deal with
methods of Al in the priority area focusing on the
"Analysis of large amounts of data", based on devel-
opments in the field of machine learning. Metrology
forms the basis for business and industry. Today's
global economic life would not be possible without
the reliable transfer of units and the setting of
global standards. Classical metrology achieves these
goals by providing high-precision measurement
methods, reference data and validated evaluation
methods. However, this portfolio will no longer do
justice to future developments as classical metrol-
ogy is increasingly influenced by Al. Metrology is al-
ready increasingly dominated by software and algo-
rithms for analyzing the measurement data ob-
tained, and Al methods are already being used in
some areas. Ensuring the reliability of metrology in
the future will require a massive transformation of
tasks in metrology today. Mathematical and statis-
tical methods will play an essential role in this trans-
formation. Uniform data formats of the measure-
ment data and reliable communication protocols
will also be indispensable so that Al can use the
measurement data without deviating from the de-
sired course and without misinterpretations. Mas-
tering these developments successfully is a great
challenge for metrology. While Al enables com-
pletely new possibilities, e.g. in the control and op-
timization of large, networked systems, risks must
also be eliminated, especially in applications in
safety-relevant areas (e.g. autonomous driving).
While classical algorithms can be verified mathe-
matically, self-learning algorithms cannot be veri-
fied in the same way. This requires new, reliable,
recognized and standardized measurement meth-
ods. Metrology, with its expertise in the field of reg-
istration and legal metrology, its broad research po-
tential, and not least its growing know-how in math-
ematics and Al, plays a central role here.

Reference data and reference methods also play a
decisive role in the reliable use of Al methods in the
field of biochemistry and personalized medicine. To
this end, PTB will be involved in a national innova-
tion area called "BioDigit" starting in 2019. BioDigit,
with its goal of "triggering sustainable bioecon-
omy", aims to develop innovative platforms for re-
source and energy-efficient research, as well as the
development and implementation of bio-based

15

products and processes. This is founded on
knowledge-based methods, comprehensive digital-
ization, education, technology transfer and effec-
tiveness studies. With the help of reference meth-
ods and reference measurements, PTB wants to
contribute to a digital workflow that extends from
giving a diagnosis to individual therapy.

Data-driven research projects will also emerge in
the future. In these cases, the technical expertise is
not used to develop new experiments. Instead, ex-
isting data may be re-evaluated and correlated by
other people's experiments in order to answer spe-
cific questions. This is a completely new approach
that is only made possible by open science and open
data. PTB actively supports this process and has
committed itself, among other things, to the expan-
sion of open research data. This includes compre-
hensive research data management with the corre-
sponding organizational and technological bases.
This process is accompanied by a broad-based pro-
ject group and internationally networked strategy
development. This also includes the creation of uni-
form standards for the indication of measurands
and units of measurement in the description of nu-
merical factual data. With internationally agreed
documents, such as the Guide to the Expression of
Uncertainty in Measurement (GUM) or the Vocabu-
lary in Metrology (VIM), documented vocabularies
are already available that uniformly present the
basic terminology of metrology. In the course of dig-
italization, however, further specific vocabularies
are required, for instance for finding information
through algorithms. Examples of this are vocabular-
ies and standardized term lists with persistent iden-
tifiers (PID) which can help to create metadata that
is machine-readable and accessible worldwide in a
language-neutral manner. PTB is meeting this chal-
lenge concretely by creating metadata schemas and
vocabularies that enable a clear, complete and plat-
form-independent information transfer for science
and industry, while at the same time maintaining
the necessary flexibility for future development. In
the area of calibration data, the DCC is a concrete
example of the implementation of these goals. Sim-
ilar approaches are also being investigated in sen-
sor-software communication and in the feeding of
metadata into a data portal as well as in other areas.

In the course of the digitalization of industry, the
linking of different data sources is also moving into
focus in the development of new processes and
business models. PTB's planned Photovoltaic (PV)
Competence Center will focus on the investigation,
development and application of spectrally and



angularly resolved monitoring concepts and meas-
urement technology to improve measurement
technology for the performance testing of solar
parks. The received online data as well as the histor-
ical data should be made available online as open
data, so that other groups can use this data, e.g. as
high-precision support points for satellite evalua-
tions. To this end, the design of the PV Competence
Center will be closely linked to the development of
the digital calibration certificate and research data
management from the outset.

The linking and networking of sensor data and infor-
mation play a decisive role, especially when sensor
networks are used. Such networks represent a chal-
lenge for metrology in many respects. Sensor net-
works, for example, have to be treated like individ-
ual measuring instruments and novel measured var-
iables have to be considered. The Met4FoF EMPIR
project is already raising the question of the metro-
logical consideration of the frequently used condi-
tion monitoring. The essential question is the exact
definition of the actual measurand. In addition,
there is the flexible use of a sensor network, often
through the use of edge and fog computing. Flexible
and robust modelling and method tools are re-
quired for metrological observations and the evalu-
ation of measurement data. As part of a BMBF-
funded project, PTB, together with Fraunhofer
FOKUS and other partners, will implement the fur-
ther development and implementation of existing
methods of sensor modelling and the analysis of
sensor networks for concrete industrial test fields at
the beginning of 2019. This project combines the
work of Met4FoF with PTB's expertise in the field of
mathematical modelling data analysis in order to re-
alize application-oriented metrological approaches
in fully networked production.

Likewise, the increasingly camera-based measure-
ment methods, for example in production engineer-
ing and quality control, pose enormous challenges
to the underlying metrological infrastructure. Opti-
cal measurement methods are increasingly pre-
ferred to tactile measurement methods because of
their shorter measurement times and area-based
object detection. The latter still represents the rec-
ognized reference in many areas, but optical and
camera-based methods are increasingly catching up
in terms of accuracy and reliability. In addition,
many camera-based measurement methods are
opening up new possibilities for the direct

6 https://www.hrk.de/positionen/beschluss/detail/informati-
onssicherheit-als-strategische-aufgabe-der-hochschullei-
tung/ (November 2018)
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application of Al methods, for example, for auto-
mated quality control through pattern recognition.
Within the framework of "GEMIMEG", a BMWi-
funded project, PTB and its project partners will
carry out a comprehensive assessment of the re-
search requirements in this area with the help of
user workshops.

The security of information and data is an essential
aspect of all PTB activities and projects. In addition
to metrology by design as the principle of consider-
ing metrological aspects throughout the entire
product life cycle, security by design and privacy by
design play a central role at PTB. These apply to in-
ternal digitalization processes as well as to research
and development projects. For example, the identi-
fication of protection requirements and risk anal-
yses along with the derivation of corresponding
measures for the PTB work processes are self-evi-
dent tasks when introducing digital tools and pro-
cesses. New challenges are arising from the increas-
ing networking of PTB infrastructures with external
partners and service providers. Thus, the use of
commercial cloud services by PTB researchers poses
organizational and technical challenges. In the fu-
ture, meeting these challenges will not only require
interdisciplinary cooperation, but also continuous
and sustainable awareness and responsibility build-
ing. PTB thus also consistently takes up recommen-
dations such as those of the German Rectors' Con-
ference (HRK)®. Information and data security also
play an important role in the developments for the
digital transformation of processes in legal metrol-
ogy. Besides the compliance with strict regulatory
and legal requirements, the protection of data and
information is a prerequisite for acceptance by
stakeholders in the quality infrastructure. PTB is de-
veloping methods based on distributed ledger tech-
nologies and blockchain technologies in order to
digitally represent the processes between the part-
ners in legal metrology. In future, these will also be
intensively evaluated in other areas, such as the
mutual recognition of calibration certificates.

In its activities and projects in digitalization, PTB has
relied from the very beginning on intensive and
comprehensive international cooperation. Thus,
PTB is currently coordinating the establishment of a
European network for the digitalization of metro-
logical services. As a first step, EURAMET projects
were initiated in the Technical Committee on "Inter-
disciplinary Metrology". In the first half of 2019, this
will lay the foundations for the establishment of a



EURAMET network (EMN) by organizing joint work-
shops. In addition, PTB and Rosstandart are cur-
rently drawing up a cooperation agreement for
2019-2021, which will include several joint digitali-
zation projects, which will be accompanied by a
joint working group named "M4D".

Besides these activities, PTB's International Cooper-
ation Department is pushing ahead with the digital-
ization of the quality infrastructure worldwide. To
this end, a comprehensive digitalization strategy is
currently being developed, which is also oriented to
the strategy of the Federal Ministry for Economic
Cooperation and Development (BMZ). An essential
element of this specialized PTB strategy is the
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implementation of a digital by default approach in
all projects. This means that in all cooperation and
development projects in this area, the digital trans-
formation is being taken into account from the very
beginning. There will furthermore be a number of
very specific digitalization projects with partner
countries.

In a similar way, PTB is engaged with many interna-
tional and national partners in close exchanges and
in a large number of cooperation projects. The com-
mon core objective is to ensure trust and reliability
in international metrology in the digital age.
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