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Positioning, Navigation and Timing (PNT)
Dependency

Positioning, navigation, and timing (PNT) systems are essential for everyday activities like GPS/GNSS
navigation, enabling accurate directions and location tracking for drivers, cyclists, and pedestrians.

PNT technologies assist in logistics, aviation, and maritime operations, ensuring efficient and safe
transportation systems worldwide.

Time and timing distribution has become increasingly important for Critical Infrastructure sectors such as
telecommunications, energy grids, transportation, emergency, financial services, and data centers.

The most common time distribution methods are dependent on Global Navigation Satellite System (GNSS)
signals and data.

Over-reliance on any single source of timing (GNSS, or other) poses risk to Critical Infrastructure sectors and
could have a potential to adversely impact national economy.

Governments start to notice, e.g., loss of PNT added to UK’s National Risk Register in 2023.

Steps towards PNT resiliency and security
be aware -> monitor your systems!
independently verify your sources of data!



NSAI NML — National Timing Grid of Ireland
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NSAI NML - NTG node
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NSAI NML — NTG data flow
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Time Error [ns]

NSAI NML — NTG zero baseline (code
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NSAI NML — National Timing Grid of Ireland
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NSAI NML — National Timing Grid of Ireland
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O
UTC(NSAI) at NSAI NML and National Timing

Grid of Ireland — real time visualisation
O

e, Microchip's Cork Laboratory

\
ooooooooo

&5 c;k Ny . w0 Microchip’s worldwide
network outage

nnnnnnnnn

200.0
100.0

16 Aug 24 Aug Sep '24 08 Sep 16 Sep 24 Sep O

21/01/2025

\
ARG N () LI
“SBlanchardst s l : ///;f-?,“ﬁnwm Time Error Series @O QM A=
=0 =L/ A 7~ 5
~_Leixiip [ C= L & 600.0
/

ct '24



NTG next steps

GNSS data (navigation data part of the satellite signal) is essential for PNT
computation.

GNSS receivers are part of ICT (Information and Communication Technologies)
infrastructure in many sectors, e.g., energy, transportation, and communications.

Focus on the upcoming NIS2 Directive to enable support compliance for wider
industry, NSAI NML and Timing Solutions worked together on Verified GNSS Data

Service.

Verified GNSS data service provides simple and effective spoofing detection for
different industries: telecom, power utilities, financial applications,
transportation, (airports, airplanes, maritime), etc.

Distributing UTC(NSAI) using NTG node through 1PPS interface, and/or enabling
traceability for external devices.



NSAI NML — Verified GNSS (GPS) Data Stream
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NSAI NML — Verified GNSS (GPS) Data Stream
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NSAI NML — Verified GNSS (GPS) Data Stream

Current time in UTC: 29 Oct 2024 16:18:32, 1730218712, 1414253931
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NSAI NML — Verified GNSS (GPS) Data Stream
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NSAI NML — Verified GNSS Data Stream
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Verified GNSS Data Stream: Benefits

NSAI NML Verified GNSS Data Stream provides access to more secure
Position, Navigation and Timing.

Enables exceptional resiliency against spoofing and GNSS satellite data
errors.

The verified GNSS data stream provides verification for all constellations
and all signals.

Provides support for NIS2 Directive compliance for wider EU industry.

NSAI NML's GNSS Data Verification Service is available in EMEA.
Happy to collaborate with other NMls.



Thank you for your attention
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