
NTP dissemination 
services and 
automated monitoring

OSCAR FALLAS CORDERO (ICE – COSTA RICA)

ANDREW NOVICK (NIST – USA)

CLAUDIA FERNANDA RODRIGUEZ (INM – COLOMBIA)

2025-05-07

BIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERÉTARO



GENERAL CONCEPTS
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Timestamp: A timestamp included in NTP messages to synchronize the time of 
devices on a network. This timestamp determines the time difference between a 
device's local clock and the clock on a time server.

These timestamps are used in NTP packet headers to record events like 
request/response arrival and departure times, which are crucial for determining 
the offset and delay between clocks. 

Synchronization: The process of setting two or more clocks to the same time.

Offset: Time difference between a client and a server. 

Round Trip Delay: The time it takes for the Timestamp to travel from the point 
where the request is made to the time server and back.

Stratum: Server hierarchy

CONCEPTS
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• Networking protocol for clock synchronization between computer systems.

• Transmit the time stamp information from the primary servers to secondary 

time servers and clients.

• The servers listen for a NTP request on port 123 and respond by sending a 

UDP/IP data packet in the NTP format.

• NTPv4 is defined in RFC 5905. 

• Works on Internet and private networks

NTP PROTOCOL
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• Is required:

 A reference clock.

 NTP servers.

 Software (sync)

• Time error in milliseconds

• Every computer in the system adjusts its clock 
according to the time information it retrieves from 
an NTP time server. 

NTP PROTOCOL
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NTP PROTOCOL

• Hierarchical client–server model.

• The client sends a packet request to the 

server, which responds so that the client can 

synchronize.

• Once a client is synchronized, it can itself 

become a server to its own NTP clients.

• Each level of this hierarchy is termed a 

stratum.

• The stratum zero is the reference clock at 

the top.
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CLOCK SYNCHRONIZATION 

where:
T1: Originate Timestamp
T2: Receive Timestamp
T3: Transmit Timestamp
T4: Reference TimestampBIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERÉTARO



CLOCK SYNCHRONIZATION 

where:
T1: Originate Timestamp
T2: Receive Timestamp
T3: Transmit Timestamp
T4: Reference Timestamp

IF THE NETWORK DELAYS 
ARE SYMMETRIC
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TOPOLOGIES
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BASIC TOPOLOGY
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BASIC TOPOLOGY

Equipment control options 

• Packets sent / IP request

• Figure of Merit Status (Stratum, Jitter, Wander, Delays, Dispersion) 
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BASIC TOPOLOGY

DisadvantagesAdvantages

Security risksEasy and fast implementation 
and maintenance

Limited capacityLow cost

Poor scalability-
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MEDIUM TOPOLOGY 

Basic + Back up + Firewall
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MEDIUM TOPOLOGY

Characteristics:

• Packets sent

• IP request

• Figure of Merit Status (Stratum, Jitter, Wander, Delays, Dispersion) 

• Quality Control (NTP internal comparison)

• Service Redundancy 

• Security, privacy and network control 
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MEDIUM TOPOLOGY

DisadvantagesAdvantages

More equipment requiredBetter Security 

Limited capacityService Continuity

BIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERÉTARO



ADVANCE TOPOLOGY 

Medium + Load Balance + FQDN
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ADVANCE TOPOLOGY
Characteristics:

• Packets sent

• Figure of Merit Status (Stratum, Jitter, Wander, Delays, Dispersion) 

• IP request

• Quality Control (NTP internal comparison)

• Service Redundancy 

• Security, privacy and network control 

• Fully Qualified Domain Name

• Host localization (avoid IP dependency)

• Load Balance:

• Request balance according specific rules (availability, geography, 
percentage, others)

• Traffic continuity and monitoring tools
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ADVANCE TOPOLOGY

DisadvantagesAdvantages

Most expensiveBest Security 

Complex TopologyRobust and Scalable Network

IT DependancyNetwork administration
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SERVICES AND MONITORING 
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Case A (ICE-LAMETRO)
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CASE A (ICE-LAMETRO)
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CASE A (ICE-LAMETRO)
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CASE A (ICE-LAMETRO)
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CASE A (ICE-LAMETRO)

Description:

• Double Multi Mode (OM4) Optical Fiber Link for redundancy  

• Double Switch Working on Mirror Mode for service continuity

• NOC and SOC (IT Department Support)

• DMZ Network

• FQDN

• Load balancer 

• Main Site:

• Three NTP (24 000 request / second)

• 2nd Site:

• 1 NTP (10 000 request / second)

• 3rd Site (in progress):

• 1 NTP (10 000 request / second)
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CASE A (ICE-LAMETRO)
Security Operation Center (SOC) 

• Demilitarized Zone (DMZ) Network
• Isolate servers that are exposed to the public 

in a separate monitored zone
• External users can access these services 

while keeping the rest of the internal network 
protected

• Fully Qualified Domain Name (FQDN):
• Eliminate ambiguity in identifying a specific 

host or server on the internet
• Ensuring accurate and reliable communication

• Load Balance Service
• Two sites attending request (one site back up)
• Distributes incoming requests to the server 

with the fewest active connections 
(least_conn)

ntp.ice.go.cr.go.cr (int/ext service) 

ntp1.ice.go.cr.go.cr (int/ext service redundancy)

ntp2.ice.go.cr.go.cr (internal service)
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CASE A (ICE-LAMETRO)

• Traffic continuity:
• Ethernet signal
• Service NTP State (UDP/123)

• Traffic monitoring 
• Alarm Event Notification

• Stress Test
• Evaluate NTP Serves Request Capabilities

Network Operation Control (NOC)
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CASE A (ICE-LAMETRO)
Monitoring Tools:

• Packets sent

• FOM Status:

• Stratum

• Jitter

• Wander

• Delays

• Dispersion

• Alarm Event Email

• Ethernet link

• Signal Quality (1PPS, 10 MHz, GNSS) 

• Jamming/Spoofing
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CASE A (ICE-LAMETRO)

Monitoring:

• NTP request:
• Total

• IP Client

• Offset and Round Trip 
Measured (client site)
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CASE A (ICE-LAMETRO)

General Control:

• SIM TN Comparison for several reference

• Visual Alarms

• Fast interface
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CASE A (ICE-LAMETRO)
• Evaluate short term service 

behavior

• Identification of atypical situation 
and conditions

• Statistic information for 
performance evaluation
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CASE A (ICE-LAMETRO)

• Daily data presentation

• Up to 200 back days for presentation 

and evaluation

• Analize medium term for data 

anomalies detection
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CASE A (ICE-LAMETRO)
• Summary information:

• Local NTP comparison

• Service Quality 

• Continuity

• Jumps

• Limits
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CASE A (ICE-LAMETRO)
What is Next?
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Case B (INM)
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Network infrastructure for dissemination of time service

Laboratory
NTP Server

Server Switch
Core

Firewall AntiDDoS Internet Clients

Information 
Technology and 
Technological 

Development Office

Internet 
Service 

Provided

Time and 
Frequency 
Laboratory

CASE B (INM)
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NTP SERVICE SCHEMA
UTC(INM)

NTP Server
SyncServer S650

1 PPS

Server
On premise

Server
On premise

Server
Cloud - Backup

horalegal.inm.gov.co

TCP
80

UDP
123

Stratum 0

Stratum 1

Stratum 2

Stratum 3

ntp1.inm.gov.co

ntp2.inm.gov.co

NTP Clients
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PREMIUM SERVICE

• Real time – monitoring offset

• Programming language: JAVA

• Library: NTP JAVA COMMONS-NET

 Connection: NTPUDPClient port 123

 Requests: timeinfo = client.gettime(‘IP or domain’)

• Local database: CSV file 

• CSV file is sent to the INM via e-mail. 

• Calculates the offset between INM server and 

Client server

• Measurement report.

• The application runs on the client's server

NTP PROTOCOL DATA:

[7] - T1 Originate timestamp

[8] - T2 Receive timestamp

[9] - T3 Transmit timestamp

[10] - T4 Destination timestamp

[11] - Offset = [(T2-T1)+(T3-T4)]/2

[12] - Delay = (T4-T1)-(T3-T2) 
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RFC 5905:2010 A primary server is synchronized to a reference clock directly traceable to UTC.

PREMIUM SERVICE SCHEMA

UTC(INM)

NTP Server
SyncServer S650

1 PPS

Server

Local IP
Public IP

NTP Clients

Stratum 0

Stratum 1

Stratum 2 APP NTP
Java

Exclusive
IP
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Mathematical model

u_offsetMeasuredType A

Uncertainty 
budget

Type B

u_Delay

u_NatStandard
Combined uncertainty

u_offsetResolution

PREMIUM SERVICE
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PREMIUM SERVICE
Daily Report Monthly Report
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NTP SERVICE MONITORING

• Real time – monitoring

• Programming language: PYTHON

• Library: NTPLIB

 Connection: client = ntplib.ntpclient()

 Requests: client.request(‘IP or domain’)

• Compares up to 4 IP addresses.

• Local database: CSV files for each month

• Configurable: 

 IP main

 4 IP to compare

 Measurement period

 Maximum offset for alert

 Email for notifications

 Shows the stratum for each IP
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NTP SERVICE MONITORING APP 
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NTP SERVICE MONITORING - ALERTS 

Offset value or 
connection 
status

IP 
address 
or domain

Graph of 
the 
measured 
values

BIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERÉTARO



APP SYNCHRONIZATION

• Real time – synchronization

• Programming language: PYTHON

• Library: NTPLIB

 Connection: client = ntplib.ntpclient()

 Requests: client.request(‘IP or domain’)

• Calculates the adjustment: 

Local Time + Offset

• Configurable: 

 Synchronization period

 Number of attempts 

 Up to 3 IP or domains to sync.
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APP SYNCHRONIZATION
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Case C (NIST)
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NIST NTP SERVICES

• NIST supports several servers at multiple sites.

• OS is FreeBSD

• The NTP packet replier is custom C code

• The sync process: 1 PPS from the serial port

Slide from PTTI 2023?

BIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERÉTARO



NIST AUTHENTICATED NTP

• Each of the four sites has a server which provides "authenticated NTP".

• Registered users get verified NTP responses (that they came from NIST) 

where the encryption key is linked to the user's IP address.

• The time messages will be authenticated using symmetric-key encryption 

in a manner that is fully compatible with the published NTP 

documentation.

• The time accuracy is not guaranteed, just the source and transaction.
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NTP SERVER STATUS PAGE

Web page showing the online status of 
each server.

This is not dynamic, however – if there's 
an issue with one of the servers, a file 
must be changed to show the new status.

There's also an email notification list for 
folks who want to be notified of 
availability issues.
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NTP/PTP OPTION FOR TMAS

A TMAS box with an internal steered 
oscillator has the option of adding an 
NTP/PTP server. This is for calibration 
customers who want to distribute the 
NIST time within their network. 

An example is a stock market data 
center.

Another option is NTP monitoring.

*TMAS will be discussed this afternoon. 
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NTP CUSTOMERS - MONITORING AT NIST

Monitoring NTP can be done as "common-view", where a site can 

check NTP from two locations compared to its internal clock, but that 

adds two different path asymmetries.

A better solution is having a time reference from the timescale directly 

connected to the monitor.
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NTP MONITORING – MEASUREMENT GRID

Clicking a blue box shows a "common-view" comparison to two different sites.

Clicking a lab name is a direct NTP measurement to NIST 
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NTP MONITORING – "COMMON-VIEW"

Clicking a blue box shows 
"common-view" with NIST as the 

pivot (reference in common).

It is NTP from NIST to ICE
minus

NTP from NIST to IBMET
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NTP MONITORING – MEASUREMENT GRID

Clicking a lab name shows a 
direct comparison of the 

NIST monitor to the lab NTP 
server.
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ENTERING SERVER PARAMETERS
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MONITOR COMPUTER HARDWARE

Windows PC with Timing Module:
MicroChip bc635PCI-V2 PCI
Time and Frequency Processor

- 10 MHx TCXO (and external input option)
- 1 PPS input for sync
- 100 ns clock resolution
- Current time (days to 100 ns) can be accessed across the PCI bus with no 

PCI bus wait states (which allows for high-speed time requests)
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BC635PCI-V2 PCI TIME AND FREQUENCY PROCESSOR
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DISCUSSION ON PTP 
(Open Forum) 
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BRAINSTORMING
• NTP, PTP and Future Synchronization Requirements?

• Primary reference clock (PRC)  

• Grand master 

• Boundary clock 

• Profiles (frequency, phase, time) 
IEEE 1588 v2, G8265.1, G8275.1 
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PTP - PRECISION TIME PROTOCOL 
IEEE-1588
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NTP COMPARED TO PTP

NTP PTP
Software packets Hardware measurements
Single transaction Many times per second
Assumes symmetry Characterizes network/jitter
Used on wide-area network Used on local or private network
On the order of milliseconds Can be nanoseconds

PTP is not much better than NTP on a wide-area network
NTP can be tens of microseconds on a local network
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WHITE RABBIT

Synchronous Ethernet (SyncE) + PTP

Frequency transfer over physical layer ethernet or optical fiber.
Local oscillator in PLL with received frequency

Arbitrates PTP communications, adds enhancements

White Rabbit estimates link asymmetry

Can result in sub-nanosecond synchronization.
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