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GENERAL CONCEPTS
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CONCEPTS
N\

Timestamp: A timestamp included in NTP messages to synchronize the time of
devices on a network. This timestamp determines the time difference between a
device's local clock and the clock on a time server.

These timestamps are used in NTP packet headers to record events like
request/response arrival and departure times, which are crucial for determining
the offset and delay between clocks.

Synchronization: The process of setting two or more clocks to the same time.
Offset: Time difference between a client and a server.

Round Trip Delay: The time it takes for the Timestamp to travel from the point
where the request is made to the time server and back.

Stratum: Server hierarchy
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j (fo * Networking protocol for clock synchronization between computer systems.

* Transmit the time stamp information from the primary servers to secondary

time servers and clients.

\ * The servers listen for a NTP request on port 123 and respond by sendlnga
. -

UDP/IP data packet in the NTP format.

* NTPv4 is defined in RFC 5905.
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Is required:

v" Areference clock.

v NTP servers.

v’ Software (sync)

Time error in milliseconds

Every computer in the system adjusts its clock
according to the time information it retrieves from
an NTP time server.
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NTP PROTOCOL

* Hierarchical client—server model.

Stratum 0

* The client sends a packet request to the

server, which responds so that the client can
synchronize.

Stratum 1

* Once a client is synchronized, it can itself T

become a server to its own NTP clients.

Stratum 2

n
a - a Y

Stratum 3
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N \) CLOCK SYNCHRONIZATION

(T2-T1) + (T3-T4)
2

Server -
NTP message NTP message 5
f \ — delay = (T4—T1) — (T3 —-T2)
}) T : System time of the client — —

t4

g Of fset =

O Em=
j) —_— t2 t3 System time of the server
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T ( _ = = System time of the server

NTP message NTP message

AU
S \) CLOCK SYNCHRONIZATION

OFfset = (r2-T1) ; (T3-T4)

delay = (T4 —T1) — (T3 —T2)

System time of the client

t1 t4

Client

IF THE NETWORK DELAYS
ARE SYMMETRIC

BIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERETARO

where:

T1: Originate Timestamp
T2: Receive Timestamp
T3: Transmit Timestamp
T4: Reference Timestamp
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BASIC TOPOLOGY

Equipment control options

* Packets sent / IP request

Authentication Failures: ]

Response Errors: 1]

* Figure of Merit Status (Stratum, Jitter, Wander, Delays, Dispersion)

System Peer Mode
. Leap Indicator

Stratum

Log2 Precision

Root Delay

Root Dispersion

Packets Sent

127.127.47.0

client

00

1

-19

0.000 ms

0.004 ms

1289830

Reference ID
Reference Time
System Jitter
Clock Jitter

. Clock Wander
Broadcast Delay

Symm Auth Delay

GNSS

ebb8f48e.93d31940 Sun, Apr 27 2025 12:23:10.577
0.001907 ms

0.002 ms.

0.000 ppm

-50.000 ms

0.141 ms

Packets Sent / Minute

{ ol 4,080 .
b npdel s PLL AL L] L
; wbﬁ%‘*’”‘%’mﬁ&épﬁqﬂéﬂ

NTP Packets Sent

TR

I Fackets Sent/ Minute

Requests Discarde 2046
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£O Advantages Disadvantages

Easy and fast implementation Security risks
and maintenance

Low cost Limited capacity
- Poor scalability



0/ l\ MEDIUM TOPOLOGY
I 1§
j (fo .




/
\) MEDIUM TOPOLOGY

Characteristics: F Audoeaistr o920 x
Max Delta Test: Passed, Delta from ref within & seconds

% Fecently Set Test: Passed. Time set within 1 day, 0 hours, 0 minutes
* Packets sent -

Contact Test: Passed. Respanded within last 10 audits.
Audit Group: Audited

° Machine Infomation
I P req ueSt DNS Name: 10.153.2 64 Domain Time Role: NTP Node
1P Address: 10.155.264 Install Date: n/a
. R . . . Machine Platform: NTF Node: Serial Mumber. n/a
* Figure of Merit Status (Stratum, Jitter, Wander, Delays, Dispersion) Tins Zories T Regissrad. -
Last Boat: nia Wersion: 3

* Quality Control (NTP internal comparison)

Last Cantact: Sun Apr 27 2025 19:55:44 UTC Last Time Source: GNSS, stratum 1
Dielta from Feference: +0.0071734 seconds Protocal Used: selected protocal
] Time since last et 50 seconds Last Correctior: nda
: * Service Redundancy T e e Eras
UTC Time: Sundpr 27 2025 19.55:44 UTC Time Corections: n/a

* Security, privacy and network control e
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j (fo Advantages Disadvantages

Better Security More equipment required

Service Continuity Limited capacity
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Characteristics:

* Packets sent

\ ADVANCE TOPOLOGY
\

* Figure of Merit Status (Stratum, Jitter, Wander, Delays, Dispersion)

3

* [P request

0 0 0 www.domain.com
* Quality Control (NTP internal comparison) e ? Ml
* Service Redundancy % ==
* Security, privacy and network control - O i %

; Firewall FQDN Balancer

* Fully Qualified Domain Name R

* Host localization (avoid IP dependency)

* Load Balance:

* Request balance according specific rules (availability, geography,
percentage, others)

* Traffic continuity and monitoring tools 9 M" v

fnl._._.ljﬂ

B S
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J) £O Advantages Disadvantages
Best Security Most expensive

Robust and Scalable Network Complex Topology
Network administration IT Dependancy
@
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SERVICES AND MONITORING
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CASE A (ICE-LAMETRO)

DIAGRAMA DE CONEXION TIEMPO Y FRECUENCIA

3

Circular T
UTC-UTC(k)
| BIPM FTP Server
SIM Time Scale Comparisons via GPS Common-View
(http:if nist gov/sim)
SIMT(k)}-SIMT(ICE) TIME ”‘
SYSTEM NIST tai-f

T TS5

SISTEMASIMT & F 1

PATRON DE TIEMPO Y
FRECUENCIA

(Testigo 2)

Equipo
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CASE A (ICE-LAMETRO)
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UTC(ICE) ?
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Description:

CASE A (ICE-LAMETRO)

Double Multi Mode (OM4) Optical Fiber Link for redundancy
Double Switch Working on Mirror Mode for service continuity

NOC and SOC (IT Department Support)
* DMZ Network

°* FQDN
* Load balancer .
Main Site: (;
* Three NTP (24 000 request / second) .o _ EE% _ EE_
2nd Site: ara S Rovne rowy ey
* 1 NTP (10 000 request / second) E | E
3rd Site (in progress): e =

* 1 NTP (10 000 request / second) e et e )
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N CASE A (ICE-LAMETRO)

Security Operation Center (SOC)

/1 * Demilitarized Zone (DMZ) Network
» |solate servers that are exposed to the public Egema
O in a separate monitored zone A

Single Sign-On

» External users can access these services
while keeping the rest of the internal network

& Internet
Browser

protected
ntp.ice.go.cr.go.cr (int/ext service)
e . ) ntp1.ice.go.cr.go.cr (int/ext service redundancy)
* Fully Qualified Domain Name (FQDN): ntp2.ice.go.cr.go.cr (interal service)
» Eliminate ambiguity in identifying a specific UpsTIE I T
host or server on the internet #Servidores NTP en LAMETRO

least_conn;

server 10.159.50.28:123;
server 10.159.50.29:123;
server 10.159.50.53:123;

« Ensuring accurate and reliable communication

* Load Balance Service

server 10.159.50.54:123;

« Two sites attending request (one site back up) server 10.159.50.55:123;
» Distributes incoming requests to the server i 110;116;1-3?;}_”123;
c 0 0 server 10. 38.22:123;
with the fewest active connections server 10.161.38.23:123;
(|east Conn) server 10.159.2.63:123 backup;

server 10.159.2.64:123 backup;



CASE A (ICE-LAMETRO)

Network Operation Control (NOC) R £ P i S e M e [ = e

Today, 14:16:50 € "\ Connedtion 172.16.1.170 & spesegD2 10.159.50.29 ubP123

Today, 14:16:50 @ ", connection 172,161,170 &3 5pesegh2 10.159.50.28 ubP/i23

. . . Today, 14:16:49 @ ", Connedion 172161170 &3 speseg2 10.152.50.53 ubPN23

O Traffl C CO ntl n u Ity: Today, 14:16:46 @ ", Connectian 172.16.1.170 &3 speseg02 10,159.50.56 upP123
Today, 14:16:44 @ *, connection 172.16.1.170 &3 spesegoz 10,159.50.54 UDPA23

[ Eth e rn et S i g n a | Today, 14:16:44 @ *, Connedion 172.16.1.170 &3 spesegl2 10.159.50.55 uUDPA123
Today, 14:16:46 @ ", Connection 172.16.1,170 &3 spesag2 10.159.50.56 ubpP/123

. Today, 1416:44 @ * Connedtion 172.16.1.170 &3 speseqn2 10.159.50.54 UDP#123

L4 S e rv I Ce N T P State ( U D P/ 1 2 3) Today, 14:16:44 @ " connecion 172,161,170 3 spesegD2 10.159.50.55 uopni23
Today, 14:16:43 @ *, Connedion 172161170 & speseg2 10.159.50.30 ubPA23

° Traffi C m O n ito ri n Today, 14:16:42 @ ", Connection 172.46.1.170 &3 spesegn2 10.159.50.29 ubPr123
g Today, 14:16:42 € ™\ Connection 172.16.1.170 & speseg2 10.159.50.30 uDPH23

. . Today, 14:16:40 @ ", connection 172.16.1,170 3 spesegD2 10,159.50.56 U123

° Alarm Eve nt Notlfl Catlon Today, 14:16:39 @ %, Connection 172.16.1.170 &3 speseg2 10,159.50.27 ubPA23
Today, 14:16:40 @ ", Connedtion 172.46.1,170 & spesagD2 10,159.50.56 ubpH123

Today, 141639 & *, connection 172.16.1.170 3 speseqo2 10.159.50.27 UDP/123

132.163.136.138 -- UDP 200 48 "10.159.50.55:123" Today, 14:16:38 @ "\ Connedion 172,161,170 &3 spesegD2 10.152.50.55 UDPA23
132.163.136.138 -- UDP 200 48 "10.159.50.28:123" Today, 14:16:37 @ *, Connedion 172461470 EBspesegt? 101595028 UDPA23
201.199.239.38 -- UDP 200 48 "10.159.50.29:123" Today, 14:16:36 @ ", Connedion 172461470 Edspesegt? 101595028 UDPAZ3
172.16.1.8 -- UDP 200 48 "10.159.50.53:123" Today, 14:16:34 € " Connedtion 172,16.1,170 3 speseg02 10.159.50.53 UDP/123
132.163.136.138 -- UDP 200 48 "10.159.50.54:123" Today, 14:16:33 @ *, Connection 172.16.1,170 & spesegD2 10,159.50.54 uDPA23
56.249.155.2 -- UDP 502 © "10.161.38.22:123" Today, 14/16:33 2 :‘. Connection 172.16.1.170 &3 spesegD2 10,159.50.55 ubP/i23
172.16.1.8 -- UDP 502 © "10.161.38.23:123" Today, 14:16:33 ® " Connection 172.16.1.170 & speszgn2 10.159.50.54 uDP/123

201.199.239.38 -- UDP 562 6 "10.161.38.21:123"
201.199.239.38 -- UDP 200 48 "10.159.560.55:123"
L]

» Stress Test
» Evaluate NTP Serves Request Capabilities
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CASE A (ICE-LAMETRO)

. . | = w, ,:,m
Monitoring Tools: P——— s .
¢ PaCketS Sent Leap Indicater 00 System Jitter 0,001907 ms
/ Stratum 1 Clock Jitter 0,002 ms
* FOM Status: S i =
O Root Delay 0.000 ms Broadeast Delay -50.000ms
[ J Stratum Root Dispersion 0.004 ms Symm Auth Delay 0.141 ms
e Jitter —
D
° § e - \:‘E-&-:»-K '.S.' .:,‘..-. -, -‘-Ch. “-. }. 4 ::'_ o3 : ol “_ L.t e | % '_‘
Wander § o R e "5"5"’ ,.,;!' R M*’@g{% ¥ m‘_&yg’_@b
* Delays g N

* Dispersion

Ala_rm Ev<_ent Em_ail

I Packets Sent/ Minute

SyncServer_S6xx_Admin
¥ Para Fallas Cordero Oscar; osgefa@gmail.com; Morales Valverde Junior José

(i) Este remitente es externo a la organizacié

by: Sender email not configured on SyncServer
e: Wed Nov 20 15:29:56 2024




CASE A (ICE-LAMETRO)

Search:
Monitoring Client IP 2 FirstReq Time 2 LastRegTime 2 | Total Requests ~ | Version 2 Mode <
: 201.200.105.90 09/29 21:55:17 10/26 14:01:56 11513185 3 3
/ 10.149.38.117 11/03 06:14:03 10/25 14:01:55 7095952 4 3
* NTP request:
- 10.134.106.52 09/28 21:55:25 10/26 14:01:44 2404558 4 3

O 10.13534.70 09/29 21:55:25 10/26 14:01:47 2402588 4 3
lota

10.135.34,176 09/29 21:55:21 10/26 14:02:00 2402579 4 E
° IP CI- t 10.135.34.175 00/29 21:55:27 10/26 14:01:48 2402540 4 3
ien | | |
10.135.34.105 09/29 21:55:31 10/26 14:01:52 2261271 3 3
Showing 1 to 7 of 1,024 entries & - 2|3 | % &

Offset and Round Trip m S =
Measured (client site)

Requests / 30 Minute
S G R
. = B2 EE
5, % ]
s, 0 ]

Time: 2710472025 12.19:38 10.159.2.63, LAMETRO,ICE (10.159.2.63)
Last Attempt:  27/047202512:19:23 Stratum: i
LastSync:  27/047202512:19:23 +1ms

Reference Clock:  GNSS
Round Trip: 000ms
Last 12:17:09 Apr 27
Detected Offset: +000ms (System dock not adjusted)

Next Sync: 12:18:09 Apr 27
Recent History:
Avg Offset: -1.08 ms

12:17:08 Apr 27: Offset +000ms (10,159.2.63, 10.153.2.63)
12:17:09 Apr 27: Offset +000ms (10.159.2.63, 10.159.2.63
12:17:09 Apr 27: Offset +000ms (10,158,2,63, 10.159.2.63
12:17:09 Apr 27: Offset +000ms (10,158,2.63, 10.159.2.63
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CASE A (ICE-LAMETRO)

General Control:

* SIM TN Comparison for several reference

SIM NTP Server Comparisons

* Visual Alarms

(time differences for the 10-minute period ending on 04-27-2025 at 23:40:00 UTC)

dm

* Fast interface Q%IM neT| @ | ice | IV O | st | 1L | I | €| D) |®




CASE A (ICE-LAMETRO)

Evaluate short term service
behavior

* |dentification of atypical situation

and conditions

Statistic information for
performance evaluation

ICE-1 - UTC(NIST)

% % 5 @

% e % B %

T, M N, Y N Y N, Y %,
Modified Julian Date (10 minute samples)

-—AVG Method —=MIN Method

Round Trip Delay (Boulder, Colorado to ICE-1)

ICE-1 versus NIST via Common-View UTC(NIST)

Grid 1Day Averages 1 Hour Averages. 10 Minute Averages ‘Next Date LastDate Elip
Server2 NIST P address 132,163,962 Location ‘Boulder, Colorado Period. loay
AVG 86T 60593 1739 248x10% -020
AN 261 71640 188 1531070 oot
ICE-1 - NIST
85

Milliseconds

—

%, R B % %y

% ? ] % K4 % % % 2
Modified Julian Date (10 minute samples)

—AVG Method —MIN Method

Allan Deviation (ADEV)

0h, 10 min 285 16810 753x107
0 b, 20 min 283 1.06x10° 399x107
0b, 40 min bl 539x107 209x107
1k, 20min M 2772107 110%107

2, 40min 255 140x107 526x10%
668x10°¢ 263x10°%
310x10° 117x10°%

Time Deviation (TDEV)




CASE A (ICE-LAMETRO)

/1 * Daily data presentation - e - ———
O * Up to 200 back days for presentation - - : — - =
and evaluation w
* Analize medium term for data 3*::
anomalies detection /\/\/\/_/
l ) % B G B G G
Modified Julian Date (1 day averages) —
r e = -
2 I = -
i B : E
() m"“”: L) 6004 .,:



N CASE A (ICE-LAMETRO) 7

* Summary information:

1 * Local NTP comparison
/ * Service Quality
O * Continuity
* Jumps L iferencia de tiempo NTP (NIST) - NTP (ICE)
* Limits

Diferencia de tiempo (ms)
& o w




CASE A (ICE-LAMETRO)

What is Next?

e
T e
Location Nomme. N ”~ W - -
nst | @) ] - p > | ~er e | ice
F— s 1 1\ : S
i — " | e ) e Il el T e e e
)
o et en == |
ot
Closd. tione s indiw s com —
| —— s
Sweden. 190011662 B | a0 ‘ -t
— -
Brasil 2001018674 ATRT ‘ 230454 IS8 | 2357 5
= e T e
Vatted Sntes 1risses : : sase am
o e e
= =
i e = =
Conta Ries-1 niplicegosr | amm —
—
=
- Comea Rico- |
=
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CASE B (INM)

Network infrastructure for dissemination of time service

TITEX

I t( )}
Laboratory Switch : . . Internet | Clients

: Server Firewall AntiDDoS |

NIEseneny \C// | i

Time and Information . Internet |
Frequency | Technologyoand Service |
Laboratory Technological ' Provided

Development Office



NTP SERVICE SCHEMA

UTC(INM)

Stratum O
NTP Server g : T
statum e e TCP
) 80
E horalegal.inm.gov.co
" Server
Stratum 2 On premise
Server
E Cloud - Backup >
Stratum 3 ¥ upp
< - 123
ntp2.inm.gov.co
Server t s
On premise ntp1.inm.gov.co

NTP Clients
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PREMIUM SERVICE

Real time — monitoring offset
Programming language: JAVA
Library: NTP JAVA COMMONS-NET

® Connection: NTPUDPClient port 123

® Requests: timeinfo = client.gettime(‘'IP or domain’)

Local database: CSV file
CSV file is sent to the INM via e-mail.

Calculates the offset between INM server and
Client server

Measurement report.

The application runs on the client's server

NTP PROTOCOL DATA:

[7] - T1 Originate timestamp

[8] - T2 Receive timestamp

[9] - T3 Transmit timestamp

[10] - T4 Destination timestamp
[11] - Offset = [(T2-T1)+(T3-T4)]/2
[12] - Delay = (T4-T1)-(T3-T2)

getTime

public static long getTime(long ntpTimeValue)

Convert 64-bit NTP timestamp to Java standard time. Note that java time (milliseconds) by definition has less precision then NTP time (picoseconds)
s0 converting NTP timestamp to java time and back to NTP timestamp loses precision. For example, Tue, Dec 17 2002 09:07:24.810 EST is
represented by a single Java-based time value of 122cd1fc8a, but its NTP equivalent are all values ranging from c1a9ae1c.ci5c2815 to
cla%aeic.ci9db22c.



PREMIUM SERVICE SCHEMA

1 UTC(INM)
/]

1 PPS

NTP Server ;
SyncServer S650




o
NI\ éveriogs .Hora Legal Premium

de Colombia

UTC Tiempo Universal Coordinado -5 horas Version 1.4.2
/ Relojes: Tabla informativa
La hora legal es: Num Originate Timestamp | Receive Timestamp Transmit Timestamp Destination Timestamp Desfase (ms) Retardo (ms)
16' 58' 12 153 2024-05-17 16:51:15.287 2024-05-17 16:51:15.299 2024-05-17 16:51:15.300 | 2024-05-17 16:51:15.287 12.500 | -1.000 “.
O . - 154 2024-05-17 16:52:15.337 2024-05-17 16:52:15.350 2024-05-17 16:52:15.350 2024-05-1 2:15.337 13.000 0.000
2024-05-17 155 2024-05-17 16:53:35.370 2024-05-17 16:53:35.383 2024-05-17 16:53:35.383 |  2024-05-17 16:53:35.3% 13.000 0.000
La hora de este dispositivo es: 156 2024-05-17 16:54:35.31 2024-05-17 16:54:35.383 2024-05-17 16:54:35.383 2024-05-17 16:54:35.371 12.000 0.000
1 6 . 58 - 13 157 2024-05-17 16:55:35.394 | 2004-05-17 16:55:35.407 2024-05-17 16:55:35.407 | 2004-05-17 16:55:35.395 | 12.500 1.000
[ ] [ ] 158 2024-05-17 16:56:35.433 2024-05-17 16:56135.446 2024-05-17 16:56:35.446 2024-05-17 16:56:35.433 13.000 0.000
2024-05-17 159 2024-05-17 16:57:35.467 2024-05-17 16:57:35479 | 2004-05-17 16:57:35.479 2024-05-17 16:57:35.467 12000 | 0000 -
Menu principal Grafica de desfase de sincronizacion
Usuario: canela
[rna‘: 4000
1P: 186.155.28.146 o
MAC: 20-88-10-6F-F5-D3 -

Tipo de conexion Grafica
® Lineas
®) VPN ® Puntos

Desfase de sincronizacién (ms)

Exportar

Detener e
datos

- !iu‘

Q517 3c00:540%

03517

2040517 35 56: 35445

2040517 M543
XN05- 1T ¥ 55
080517 58

Estos datos emplean o punto (.) en inea como
separador decemal, de acuerdo con b 109 Res

de b 220 OGPM de 2003 y b Resclucidn DG-210-2015
del 12 de agosto de 2015 del INM.
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PREMIUM SERVICE

1 Mathematical model

(T2-T1) + (T3-T4)
2

O Offset =

-~ @ TypeA @ u_offsetMeasured

Uncertainty ~
budget

+ 2.2 + 242 5 i
uN atStandard uof ffsetResolution uD elay uo ffsetMeasured




PREMIUM SERVICE

Daily Report
INMA e

de Cokxnbn

Conexion por VPN

REPORTE NTP
Cliente canela IP 186.155.28.146 MAC 20-88-10-6F-F5-D3

Tiempo de medicion:

Na de
2024-05-17 2024-05-17
14:17:51.426 17:06:37.274

Desfase de sincronizacién con la hora legal:

[ pwomiime | Pumomimo
x=8.940 ms k=2.005 U= 0.830 ms

Trazabilidad metrolégica:

perén Nocionol de Tiempo y Frecvenca | Fabricants | Modelo | Seric |
Oscilador atémico de Cesio Microsemi 5071A || US49353454

Estos datos emplean el punto (.) en linea como separador decimal, de acuerdo con la 102
Resolucion de la 222 CGPM de 2003 y la Resolucion DG-210-2015 del 12 de agosto de 2015 del
INM.

Este es un correo electrénico de reporte de Hora Legal Premium por cada cliente,
1.4.2

Grupo de Automatizacién - Copyright @INM Instituto Nacional de Metrologia -
Reservados todos los derechos - Bogota D.C. Colombia

Monthly Report
iNVl institutoNacional deVercloga

INFORME DE MEDICION /| MEASUREMENT REPORT

LABORATORIO DE E-TIEMPO Y FRECUENCIA
5-TIME AND FREQUENCY LABORATORY

NOmero del informe de medicion / Measurement repot number 12

Objeto/ Object COMPUTADOR PORTATIL Este Informe de medkion
documenta la trazablidad 3 ios

gee Type: MAVOBCOK patrones nacionalkes, que realizan
- o, as unuam de megda oe

Fabricante AsUs acuerto e Sisema

Manutacturer Internacional ae Unidades (S1).

NUMEro o8 sene 28 El usuario esta obligado a calorar

Sena number el nstumen a  Intervaios
Soncitante DIGITALWARE 3propiados.
Customer This measurement report
e racesdilty t0 natondl SENGES
Ciudad / Cay: BOGOTAD.C Which reaiize e units of measurament
accoring 10 e Infemasonal Sysem
Fecha o0& meaicion | Messurement date 2020-08-19 of Units (S,

Numero de radicacion /Radication number: 20002675 The user 15 cbiged o have e cBject
caltvated af appropviale INtenals.

Este Informe de Medicion NO puede Sér reproducido parciamente, excepto con autorzackon del laboratorio

que lo emite. Los suplementos de 106 Informes de medicion sin firma no son valdos / This maasurement gw-

may nat be reprocuced ofher Than in AUl xceDt with the peisSIon of the issuing aboratory. The Supplements o the
reports wRhout siy are not vaiid

LoS resultacos de este Informe 010 863N relacionados con 106 ObJe10s CAIIDAAC0S /The resUts Of TS fEports
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NTP SERVICE MONITORING

Real time — monitoring * Configurable:

Programming language: PYTHON " |P main
Library: NTPLIB

4 |IP to compare

® Connection: client = ntplib.ntpclient() Measurement period

" Requests: client.request(‘'/P or domain’) Maximum offset for alert

Compares up to 4 |IP addresses. Email for notifications

Local database: CSV files for each month Shows the stratum for each IP



NTP SERVICE MONITORING APP

@ Comparador de desfase NTP = o X

Servidor NTP Comparador

. o
Instituto Nacional ! : sm:1 €
de Metrologfa Periodo (s) Alerta (+ s) Email de notificacién Detener
)—1] =] i

Zwtonn] deColombia 60

0.1000

Stm:1 °N 192.168.1 7 Stm:1 N

) Desfase: -0.0019135475158691406 s ) Desfase: 0.005742311477661133 s
) Promedio: -0.0015315890312194824 s €3 Promedio: 0.004742562770843506 s

Intervalo: 2025-04-25 14:49:51 a 2025-04-25 15:49:05 Intervalo: 2025-04-25 14:49:51 a 2025-04-25 15:49:05

Desviacion estandar: 0.0031 s | Nimero de puntos: 60 | Periodo: 60 s Desviacion estandar: 0.003 s | Nimero de puntos: 60 | Periodo: 60 s
Punto Maximo: 0.0083 s | Punto Minimo: -0.0094 s Punto Maximo: 0.0132 s | Punto Minimo: -0.002 s

Stm:2 N f v Stm:2 N

€3 Desfase: -0.005193948745727539 s €3 Desfase: -0.001833200454711914 s
€3 Promedio: -0.0025142868359883624 s £3 Promedio: -0.004825015862782796 s

Intervalo: 2025-04-25 14:49:51 a 2025-04-25 15:49:05 Intervalo: 2025-04-25 14:49:51 a 2025-04-25 15:49:05

Desviacion estandar: 0.0037 s | Nimero de puntos: 60 | Periodo: 60 s Desviacion estandar: 0.0057 s | NGmero de puntos: 60 | Periodo: 60 s
Punto Maximo: 0.0082 s | Punto Minimo: -0.009 s Punto Maximo: 0.0148 s | Punto Minimo: -0.0226 s




Graph of
the
measured
values

IP
address
or domain

NTP SERVICE MONITORING - ALERTS

INM DE COLOMBIA
COMPARADOR DE DESFASE NTP

Alerta automatica de aplicativo

Las siguientes mediciones superaron el limite establecido por el usuario de £ 0.1 segundos, 0 no

se obtuvo respuesta por parte del servidor NTP durante los Ultimos 10 minutos:

Servidor NTP

Fecha

Desfase

2025-03-02 19:37:57

Sin conexion

2025-03-02 19:39:06

Sin conexion

2025-03-02 19:40:15

Sin conexion

2025-03-02 19:41:24

Sin conexion

A

ntp2.inm.gov.co

2025-03-02 19:42:34

Sin conexion

2025-03-02 19:43:43

Sin conexion

2025-03-02 19:44:52

Sin conexion

2025-03-02 19:46:01

Sin conexion

Offset value or
connection
status
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APP SYNCHRONIZATION

* Real time — synchronization * Configurable:
* Programming language: PYTHON " Synchronization period
* Library: NTPLIB " Number of attempts

= Connection: client = ntplib.ntpclient() " Up to 3 IP or domains to sync.

" Requests: client.request(‘'/P or domain’)

Configuraciones
0 Periodo de Intentos de
* Calculates the adjustment: snoonizacén(5)  sicronizacion (#)
| 0 .
Local Time + Offset Servidor NTP principal #1 (url 0 o)

192.168.10.98

Servidor NTP de respaldo #2 (url o ip)

192.168.10.97

Servidor NTP de respaldo #3 (url o ip)

BIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERETARO Canndar Caelnr




APP SYNCHRONIZATION

v % Manual de usuario

O
Su hora es:
Manual de usuario (e ™1™ Acerca de
-,
Menu de Configuraciones -‘ -‘ é i Instituto Nacional
o L ™ ™ < de Metrologia
B 3 3 111 ———— deColomba
. Periodo de sincronizacion (s) . e L

Ingresa el valor numérico que
representa B cantidad de
segundos que deben transcurrir
entre cada sincronizacion. Por
ejemplo, si prefieres que tu reloj

App Sincronizacion INM
Estado de sincronizacion version: Beta 1.0.0

Desfase de sincronizacion Desarrollado por

local se sincronice con el servidor Ll ol de_Aupom@ptacgién it
NTP cada 60 segundos, solo Periodo de sincronizacion aUtﬁmﬁ?ﬁg? C([Jnnr:‘.]r.erg:.co
tienes que escribir "60" en este e _605 . &

campo y luego guardar Ia Ultima sincronizacion Copyright @INM

i 202 20: 06 . & »
configuracion  para que tu 225001 H:0L:05 Instituto Nacional de Metrologia

mimtohhc_iond
Cerrar :m v Cerrar

Bada 10
/SIS Oa LU



N Case C (NIST)




NIST NTP SERVICES

NIST supports several servers at multiple sites.
OS is FreeBSD

The NTP packet replier is custom C code

OoO—

e sync process: 1 PP om the serial port




1 NIST AUTHENTICATED NTP |
* Each of the four sites has a server which provides "authenticated NTP".

* Registered users get verified NTP responses (that they came from NIST)
where the encryption key is linked to the user's IP address.

* The time messages will be authenticated using symmetric-key encryption
in @ manner that is fully compatible with the published NTP
documentation.

* The time accuracy is not guaranteed, just the source and transaction.
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NTP SERVER STATUS PAGE

Web page showing the online status of
each server.

This is not dynamic, however — if there's
an issue with one of the servers, a file
must be changed to show the new status.

There's also an email notification list for
folks who want to be notified of
availability issues.

Name

IP Address

Location

time-a-g.nist.gov

129.6.15.28

NIST, Gaithersburg, Maryland

time-b-g.nist gov

129.6.15.29

NIST, Gaithersburg, Maryland

time-c-g.nist.gov

129.6.15.30

NIST, Gaithersburg, Maryland

time-d-g.nist. gov

129.6.15.27

NIST, Gaithersburg, Maryland

time-d-g.nist gov

2610:20:6£15:15::27

NIST, Gaithersburg, Maryland

time-e-g.nist.gov

129.6.15.26

NIST, Gaithersburg, Maryland

time-e-g nist.gov

2610:20:6f15:15::26

NIST, Gaithersburg, Maryland

time-a-wwv.nist.gov

132.163.97.1

WWV, Fort Collins, Colorade

time-b-ww.nist.gov

132.163.97.2

WWV, Fort Collins, Colorado

time-c-wwv.nist.gov

132.163.97.3

WWYV, Fort Collins, Colorado

time-d-wwv.nist. gov

132.163.974

WWV, Fort Collins, Colorado

time-d-wwv.nist.gov

2610:20:6197:97::4

WWV, Fort Collins, Colorado

time-e-wwv.nist gov

132.163.97.6

WWYV, Fort Collins, Colorade

time-e-wwv.nist.gov

2610:20:6£97:97::6

WWV, Fort Collins, Colorado

time-f-wwv.nist gov

132.163.97.8

WWV, Fert Collins, Colorade

time-a-b.nist.gov

132.163.96.1

NIST, Boulder, Colorado

time-b-b.nist gov

132.163.96.2

NIST, Boulder, Colorado

time-c-b_nist.gov

132.163.96.3

NIST, Boulder, Colorado

time-d-b.nist gov

132.163.96.4

NIST, Boulder, Colorado

time-d-b.nist gov

2610:20:6{96:96::

£

NIST, Boulder, Colorado

time-e-b.nist.gov

132.163.96.6

NIST, Boulder Colorado

time-e-b.nist.gov

2610:20:6{96:96::6

NIST, Boulder, Colorado

time nist. gov

global address for all servers

Multiple locations

utcnist.colorado.edu

128.138.140.44

University of Colorado, Boulder

utcnist2.colorado.edu

128.138.141.172

University of Colorado, Boulder

utcnist3.colorado.edu

128.138.140.211

University of Colorado, Boulder

Status

—



1\ s

NTP/PTP OPTION FOR TMAS

A TMAS box with an internal steered
oscillator has the option of adding an
NTP/PTP server. This is for calibration
customers who want to distribute the
NIST time within their network.

An example is a stock market data
center.

Another option is NTP monitoring.

*TMAS will be discussed this afternoon.
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NTP CUSTOMERS - MONITORING AT NIST

Monitoring NTP can be done as "common-view", where a site can
check NTP from two locations compared to its internal clock, but that
adds two different path asymmetries.

A better solution is having a time reference from the timescale directly
connected to the monitor.



NTP MONITORING —- MEASUREMENT GRID

1 NTP Measurement Grid (values are in milliseconds, grid updates every 10 seconds)

NIST AMAZON NRC CIM ICE INTI INM GOOG ONRJ-1 ONRJ-2 CENAM IBMET
YO | e | ovs | "o | ses | oot | o4s | aos | aos | T o3 |
WS 5T | | 7o | [ e [ se [ ves | es | s [ s | e ]

GO o015 ) 767 f | ] 077 | -385 § 016 ] o059 | -390 | -390 § ] 024 |
Slo. 1 ! 1 1 | 1 1 | |
SN o002 ) 6c0 § o77 | 1 ] -308 ] oes J 136 | 313 | 313 ) ] 053
LU 300 ] 382 | 3ss | ) 308 ] ] 401 ) 444 ] 006 | 006 § ] 360 |
RN oo | e | o | | o | wor | | oe | ae | wos || ow |
cooc I N NEECH I N N7 TN I BT BT N
LGSR 405 | 376 ] 3s0 ) ] 313 | o006 |} 405 J 450 ) ) o000 § ) 366 |
P 0: | 5o | s | | 5w | oo | o | e [ oo [ || e |
e | 1+ ! 1 1 1 1 1 | | |
U 039 | 742§ o024 ] ] 053 ] 360 ] o040 J o084 | 3es | 3es } ] |
RN a0 | seod | es3s | | itaee | irase | tier | 1305 | tores | terze | | 14425 |
HEALTH | _—

Root Disbrsion:  _DDoissreie )| [132.16398.2 ] [220335891 [ SetTime |
Reference Clock: RIST IS
BIEER IR Ml [ sopGid |
Receive Time: 3954495700.224972485

Transmit Tine 3954495700.224973863

Local Clock Time: 3954495700.2257605

Round Trip Delay: g ns

Local Clock Offset: 0.000025 s slow

No synchronization necessary on 04-25-2025
No synchronization necessary on 04-26-2025
No synchronization necessary on 04-27-2025
Ho synchronization necessary on 04-28-2025
NHo synchronization necessary on 04-29-2025
No synchronization necessary on 04-30-2025
No synchronization necessary on 05-01-2025
Ho _synchronization necessary on 05-02-2025

Clicking a blue box shows a "common-view" comparison to two different sites.

Clicking a lab name is a direct NTP measurement to NIST
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\ NTP MONITORING - "COMMON-VIEW"

ICE versus IBMET via Common-View UTC(NIST)

Grid 1 Day Averages 1 Hour Averages 10 Minute Averages NextDate  LastDate Flip

Server2 IBMET IP Address 181.115.177.125 Location LaPaz Bolivia  Period

18.00 14927 970109 038
MIN 18.00 20,5310 1.395 069x 101 001

Clicking a blue box shows

"common-view" with NIST as the ICE - IBMET

pivot (reference in common). . m
el P

It is NTP from NIST to ICE
minus

fl-rw’\/\ /\/\M\ ke

W %, %, %, %, w %

£ % % )

Milliseconds
[
w

N

Modified Julian Date (10 minute samples)
— AVG Method —MIN Method

7




ICE - UTC(NIST)

1\ NTP MONITORING — MEASUREMENT GRID

Gnd 1 Day Averages 1 Hour Averages 10 Minute Averages Next Date Last Date
1 [Semver| 1ce [IPAress) 20120010590 [Hocation| San Jose, CostaRica [Dafe| 2025-05-05 MID 60300) [Beried 1 day
--—————

O AVG 1817 £131x108 +0.55 104.567
MIN 1817 05928 1.195 447 x10° +036 98.384

Clicking a lab name shows a
: . ICE - UTC(NIST)
direct comparison of the
NIST monitor to the [ab NTP

l server.

e
(2]

o

<)
n

' s
[
I i

Milliseconds

-
0

S~

g
N

A.A/\l\ AA
(WYY N
\/ LI
NN N NN NN,

Modified Julian Date (10 minute samples)

©
w w

7




ENTERING SERVER PARAMETERS

Enter NTP Server Parameters >

Only the first 12 NTP servers will appear in the measurement grid.

Name [[MIBf  Address [132.163.96.2 Site [ Boulder, Colorado Save Data ON -
Name |AMAZON  Address |0.amazon.pool.ntp.org Site | Cloud

Name [NRC Address [132.246.11.227 Site [ Ottawa, Canada 1ppsdelay (ns) [481
Name |[CIM Address | ntp.cim.gob.sv Site | El Salvador

Name [ICE  Address |201.200.105.90 Site [San Jose, Costa Rica pEeredo e
Name W Address | ntp.inti.gob.ar Site | Buenos Aires, Argentina 132.163.96.10
Name [INM  Address [ntp1inm.gov.co Site | Bogota, Colombia

Name [GOOG  Address [time4.google.com Site | Cloud

Name [ONRJ-1  Address [200.20.186.94 Site [ Rio de Janeiro, Brazil

Name [ONRJ2  Address [200.20.186.75 Site [Rio de Janeiro, Brazil

Name [CENAM  Address [200.23.51.102 Site | Queretaro, Mexico

Name [IBMET  Address [181.115.177.125 Site [ La Paz, Bolivia

Name [CNME  Address [190.143.214.252 Site [ Guatemala City, Guatemala Save
Name [CNMEP  Address [200.46.54.209 Site [ Panama City, Panama

Name [INACAL  Address [38.43.133.194 Site [ Lima, Peru

Name [CMEE  Address [181.198.20.226 Site [ Quito, Ecuador Cancal
Name [SP  Address [193.11.166.2 Site [ Boras, Sweden

Name [ICE-1  Address [ntp1.ice.go.cr Site [ San Jose, Costa Rica

Name |ICE-2 Address | ntp.ice.go.cr Site | San Jose, Costa Rica

Name [REF-UTC  Address [132.163.96.10 Site [ Boulder, CO

Name [INDOCAL Address [200.88.51.108 Site [ Dominican Republic

Name |[MS-WIN  Address |[time windows.com Site | Cloud

Name [NPLI-T Address [14.139.60.106 Site [ India

Name [NPLI-2  Address |[14.139.60.107 Site |[India

Name |UTE Address | 200.40.248.50 Site | Montevideo, Uruguay

Name BSJ

Address

|66.249.155.4

| Kingston, Jamaica
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MONITOR COMPUTER HARDWARE

Windows PC with Timing Module:
MicroChip bc635PCI-VV2 PCI
Time and Frequency Processor

10 MHx TCXO (and external input option)

1 PPS input for sync

100 ns clock resolution

Current time (days to 100 ns) can be accessed across the PCI bus with no
PCI bus wait states (which allows for high-speed time requests)
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BC635PCI-V2 PCI TIME AND FREQUENCY PROCESSOR

Inputs ! . P 0’ _‘ e e
*  AM time codes 1. W

DCLS time codes
External events (3x)

10 MHz

1 PPS

GPS (bc637PCle model)

Qutputs -=
AM time codes
DCLS time codes
Programmable alarm
(strobe/time compare)
<<1 PPS to 100 MPPS rates |

o Over the PCl Bus
1,50r 10 MPPS o
Oscillator control voltage Precise time

Event interrupts

Alarm interrupts (time compare/strobe)
Programmable interrupt rates
Configuration and control

BIPM - SIM UTC SUMMER SCHOOL 7-9 MAY, QUERETARO



\\
1 f}\

DISCUSSION ON PTP
(Open Forum)




\ BRAINSTORMING

NTP, PTP and Future Synchronization Requirements?
* Primary reference clock (PRC)
* Grand master
* Boundary clock

» Profiles (frequency, phase, time)
IEEE 1588 v2, G8265.1, G8275.1

‘ R = G S B
ISR i A‘
10 100 1k 0k ¥
a functio

K jo0k 300k

G2r2.1(24) o2

n of an observation (integration) interval 7
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PTP - PRECISION TIME PROTOCOL

A

IEEE-1588

Server

Client

‘tl

12



NTP COMPARED TO PTP

NTP PTP

Software packets Hardware measurements
Single transaction Many times per second
Assumes symmetry Characterizes network/jitter

Used on wide-area network  Used on local or private network
On the order of milliseconds Can be nanoseconds

PTP is not much better than NTP on a wide-area network
NTP can be tens of microseconds on a local network



WHITE RABBIT

Synchronous Ethernet (Synck) + PTP

Frequency transfer over physical layer ethernet or optical fiber.
Local oscillator in PLL with received frequency

Arbitrates PTP communications, adds enhancements
White Rabbit estimates link asymmetry

Can result in sub-nanosecond synchronization.



