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Design Architecture

Each of these components is designed to work in harmony, 
providing a robust, scalable platform that conforms to 
international metrological standards. The architecture 
prioritizes measurement accuracy, traceability and reliability, 
while maintaining the flexibility to evolve with future needs.



Framework Interoperabilidad

Robust
security MQTT 

Integral 
Management JSON 

API REST



Security

Data Log
Authentication

Certificate
Implementation

Communication
encryption

MQTT access
control 

VPN Gateway

Integrity
validation



Cloud Infrastructure

• AWS excels in IoT, Edge Computing and Real-Time Processing
• Azure excels in ML/Analytics and Integration
• Google Cloud maintains a more balanced performance across all categories
• The other vendors show specific strengths but lower overall performance

https://www.gartner.com/en/documents/5851847



Cloud Infrastructure
Physical Infrastructure : Data center with climate control, UPS, and 
backup systems, including high availability servers and redundant 
network.
 Base Hardware : Specialized servers for processing, storage and 
databases, along with network equipment (routers, switches, firewalls).
 Core Software : Operating systems (Linux/Windows Server), IoT platform 
for device management, and specific metrology software.
 Databases : Combination of Time-series, relational and NoSQL 
databases to handle different types of metrological data.
 Security : IDS/IPS systems, firewalls, encryption and identity 
management to protect sensitive data.
 Technical Team : Cloud architects, DevOps engineers, IoT specialists 
and metrology experts.
 Development Team : Backend and frontend developers with expertise in 
APIs and data visualization.
 Support : Team of support engineers and data specialists for 
maintenance and analysis.
 Certifications : Compliance with ISO/IEC 17025 (laboratories) and 
ISO/IEC 27001 (security).
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